








We are here to

effort this year to integrate, test, and

verify everything by all team members.

®* We get paid in chuckles (still)!
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(j ® Skype for Business and Outlook /Exchange functional and used
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10.100.0.230 2323

WARNING: telnet 1s a security risk
OpenWrt login: 1s

Ls

Password: I

r
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(j ® Playing Halo while in competition
@







root@blacktean:-#s5sh -1 root -1 .ssh/blackteas rsa medusa.triassicland,com
The time and date of this login have been sent 1o the system 1ogs.

WARNING:
ALl commands runm on the ESXL shell are logged and may be included in
support bundles. Do not provide passwords directly on the comsand Line.
Most tools can prospt for secrets or accept them from standard input.

YMware offers supported, powerful system adainistration tools. Please
SOC WWW.YaWare.con/go/sysadmintools for detalls.

The ESXL Shell can be disabled by an administrative user, See the

vSphere Security documentation for more information.

[rootimedusa:~] cat Jetc/ssh/keys-root/authorized keys

ssh-rsa

AAMBIN 2 oC 1y 2EAAMADADABAAABAQDL rys FyhOUAQL ZEODWY 2 LX/ J INGB2vwSHWPC r+x3Tn082VI6EIg
0zCcy ) 1 tBUFCZQa X/ PNKEZ9Zs Y« JaknYExg JDOXOHAEOdBUOahB TS TN/

045020uTExDENQIP 2 ZDFOL TWUPGDOGEY « 2 1 9BPAKT XV 1 206Q 1 qUCN ZHNNGH T X ICUT 16Mn zcVHA) CS6E
TRedTh] TINTAESOYLBY I xUn2WS6)SpBROLUS sdeFqr/HhSanTr IhDNIOCFIK/YZ+Qxmh5s/
OTUZEruhbXeTi+8L0IfOLONIUMWTBQA8YCZ2p0GTMOGEVINRESLDGC LpSa3L fcETHIKIDIITNLINPT 2580
CSAL Dlackteamiwrccdc, secure
[root@medusa:~)

If we can still get in, red team can still get in



The Red Team Won, GG,

I we pet hacked '
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